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5 socat &1t

socat ;2—PNELINEERINL T H, ZFREZE” Socket CAT”, RJLIHAE
/& netcat B N fF 0 % AR , socat W B H M ¥ .

http://www. dest—unreach. org/socat/ -

Socat &—NFENMI L B T 2 (8] (KX ) B A S T 4k B 3S .  IX SRR
WEAS M B, s (Aamsifsfe AR, #fE (Unix, IP4, IP6-
raw, UDP, TCP). SSL. SOCKS4 % f™ i oAt 2 CONNECT.

Socat S HERI LK. % Unix sockets. Linux tun/tap. GNU readline
FOPTY. BHREET /X RS EEE A R ARG TR
socat MIFLIRIH, Socat FJLAMEN TCP 4k (—kPEESI AR, 1EN—AF
PIRFERT socksifier, YEHN—A shell Unix EEFEEO, 1Bk IP6 4k
2%, BRI TCP AR & ) B — N R ATE

socat MH)ETRF AUBLRAER N BERR Z RIS EE; R UhiURsE
#73: ip, tep, udp, ipv6, pipe, exec, system, open, proxy, openssl, socket

ﬁgﬂ

6 socat fiZ 3=

6.1 THEHE

F# socat PSS http://www. dest—unreach. org/socat/download/ .
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6.2 fHIFRR

1B R B RA MR 5 e B A ST O g 3 2o
Jconfigure

make

make install

ELARR) G50 AS 25 23 30k README
FEGw AR AT REIE BN T R

IPSLD_CC=qce fipsld -0 -D_GHU_SOURCE Wall =Wno-parentheses -DHAVE_CONFIG_H -1I. I.

/bin/sh: fipsld: command not found

R T IEA P

FE—FREEH fips, MR FHAHE:

Jconfigure --disable-fips

B R L fips, HERIMYE http: //www. openssl. org/source/ F#;

openssl-fips %%, MR)GMRIE ZE:
Jconfig
make
make install

7 socat F91{&FH

socat m R #&#& X B = W KW ¥

http://www. dest—unreach. org/socat/doc/socat. html -
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socat MIIZATH 4 BT B
7.1.1 Hitafe

fEBT AT LL B AR S R 4.
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R, NaHERH.
713 BHBREXR

WA BRI KB 55— NEE L, read/write Tk,
7.1.4 XH

Hp—ANEEETT, AT S Sh—ANEE

7.2 Hopb KA

ZHH 2 TR, BN AN EE, BRI R HERRL socat -
- RN 4, BB A2 JCR R A Tk T fag, R A4 L
NH

7.2.1 TCP

TCP:<host>:<port> HAFFHLEE host ¥k 0 portTCP-LISTEN: <port> #<
BT 5 .

7.2.2 UDP

UDP: <host>:<port> H#Fr¥l2s host ¥} Wi portUDP-LISTEN: <port> A<
BT

7.2.3 OPENSSL

FE—ADMED, FWSRMIER: 2012/04/06 11:29:11 socat[1614] E
SSL connect () : error:14077410:SSL
routines:SSL23 GET SERVER HELLO:sslv3 alert handshake
failureOPENSSL:<host>:<port> H # #Hl. 25 host X N ¥ H
portOPENSSL-LISTEN: <port> AW .

7.2.4 TUN

TUN[:<if-addr>/<bits>] #37 vpn, W FHERFHE root LR .
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7.3 HAEMH

7.3.1 EEBFr

socat - tcp:192.168.1.18:80

IXANAEERT ne 192.168.1.18 80. socat B, WIBHBHAR, B
PLEE— SRR A AT, 58 AN iER S 192. 168. 1. 18 /19 80 % [ -

socat -d -d READLINE history=$HOME/ http_history TCP4:www.qq.com:80
XA F S REPT SRl R AW, LT bash B SEIdR.

7.3.2 g [ EE

HH R telnet KT

on server:

socat tcp-listen:23 exec:cmd,pty,stderr
XA A omd G B O 23, [FAE cmd ) Stderr B A7 # stdout.

on client:

socat readline tcp:server:23

FEEERIRSS AN 23 W, BIAIIkE— cmd shell. readline & gnu [
iT9miERs, HAF L INEE.
7.3.3 [Oixibis A & E(E

echo “test” | socat — tep-connect:127.0.0.1:12345

7.3.4 MR 4G O

socat tcp-1:7777 reuseaddr,fork system:bash
[l nc -1 —p 7777 —e bash.

7.3.5 #147 bash 2= FE

FEHAR L
socat tcp-1:8888 system:bash,pty,stderr

S
socat readline tcp:$target:8888
H readline 48—, WUBESCREDISLTIRE T o 7EXMEIEN R I P i A
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— BRI RR
7.3.6 {453

A AHLBRP T . nc thae® HRMEBIA, BE nc B8,
REAFE AT 2 RAe58 T, —MEEM Ctrl+e RE&E, SEAMATH—ITH,
H-w S8k ikl B3 %1k, H socat A HIX ARG T :

on host 1:

socat -u open:myfile.exe,binary tcp-listen:999

on host 2:

socat -u tcp:host1:999 open:myfile.exe,create binary

XA myfile. exe F —#EMIFI A 30, M host 1 43 host 2. —u
HARBHRE RS, NE—NSEINE NS, -URESINE -ANBE 1
AFERT, BFEEH.

73.7 %

7.3.7.1 Kb OEATEETN

socat TCP4-LISTEN:8888 TCP4:www.qq.com:80

WMARTEERIFRER, WIi—4 fork, WF:

socat TCP4-LISTEN:8888.fork TCP4:www.qq.com:80

AHBHEWT 8888 I 1, oK FI 8888 (1R E & 1] B H A% www. qq. com: 80

7.3.7.2 i [ BRER

FR—PMRFER BT £— NAT REE, 0] AMERZERE S A 2R
— /N W ? HEE B AE N IBIZAT socat BEATLAT »
AN s
socat tcp-listen: 1234 tcp-listen:3389
WL
socat tcp:outerhost:1234 tcp:192.168.12.34:3389
XHFE, PRAMERHLES LFK 3389 MRS 7E A FBM 192. 168. 12. 34 1) 3389 ¥ I

B
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7.3.7.3 VPN

AR 55 Ui

socat -d -d TCP-LISTEN:11443, reuseaddr TUN:192.168.255.1/24,up
& b

socat TCP:1.2.3.4:11443 TUN:192.168.255.2/24,up

7.3.8 EE[M

socat TCP4-LISTEN:80,reuseaddr,fork TCP4:192.168.123.12:8080

TCP4-LISTEN: ZEAHuE 1) —A TCP ipv4 Hpil i W I ;

reuseaddr: ZfmEAH— i O

fork: BB LR, BIG— MW E LR, BEWEH—A R R
AT

socat & BN M B SR & FH — > shell, FMFEMILERGIAT-

socat -d -d tep4-listen:8900,reuseaddr,fork tcp4:10.5.5.10:3389 # iy (154 %

B

socat -d -d -If /varflog/socatlog TCP4-LISTEN:15000.reuseaddr,fork,su=nobody
TCP4:static.5iops.com: 15000

“—d -d -1f /var/log/socat. log” &S, WMFHNELM-d -d KK
WG B A, —1f Wi hE B Rt

“TCP4-LISTEN: 15000, reuseaddr, fork, su=nobody” &—SHihl, (CFELE
15000 % H_EREAT TCP4 B W, SHIER 1P, KHEEREIIKE fork
HI— N AARRRAT A, R EEAT H P B8 A nobody FH .

“TCP4:static. 5iops. com:15000" J& —Sht, fLFHKs socat W HIFE
ik, #K% %) static. 5iops. com: 15000 3.

739 EZE SR

socat I EA — MRS A LhAE, HLin:
socat open:read.txt! lopen:write.txt,create,append tcp-listen:80,reuseaddr,fork

NS —AMR) web server, B MmEMKRZIG, BIE read. txt
BN A RS2, FNEE P PEIEREAAE] write. txt B 7! FF5HP
AIFESR, WHPHTSE FHNHETE.
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7.3.10 i&1T openssl kNS &4 1TFE
7.3.10.1 FE4AER

FILENAME=server openssl genrsa -out $FILENAME.key 1024openssl req -new -key
SFILENAME.key -x509 -days 3653 -out SFILENAME.cricat $FILENAME .key
$FILENAME .crt >$FILENAME.pem

487 H3 AR server. pem server. crt
7.3.10.2 {#FH

MR 55 v

socat openssl-listen:4433 reuseaddr,cert=srv.pem,cafile=srv.crt system:bash,pty,stderr

FEA M

socat readline openssl:localhost:4433, cert=srv.pem,cafile=srv.crt
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